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Tilldelningsbeslut och kontraktstecknande i upphandling 
av PCI/PACE-labb på Södersjukhuset 

Ärendet avser godkännande av tilldelningsbeslut och kontraktstecknande i upphandling 
av ombyggnation av PCI/PACE-labb på Södersjukhuset. På grund av att ärendet, av 
förbiseende, inte tidigare omfattat alla erforderliga upphandlingsbeslut, föreslås 
styrelsen godkänna (ratificera) beslut som redan fattas av VD.  

Beslutsunderlag 
1. Styrelsebeslut 2022-01-27 inklusive styrelseärende avseende förnyat 

genomförandebeslut för PCI/PACE- interventionsavdelning på Södersjukhuset  
(LOC 2019-0256) 

2. Tilldelningsbeslut i upphandling av ombyggnation av PCI/PACE-labb på 
Södersjukhuset (LOC 2020-0716) 

3. Entreprenadkontrakt avseende PCI/PACE-labb Södersjukhuset (LOC 2020-0716) 

Förslag till beslut 
Styrelsen för Locum AB föreslås besluta 

att godkänna VD:s tilldelningsbeslut i upphandling av ombyggnation av PCI/PACE-
labb på Södersjukhuset (LOC 2020-0716) samt  

att att godkänna VD:s tecknande av kontrakt med vinnande anbudsgivare i 
upphandlingen. 

Anette Henriksson  

Verkställande direktör 
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Bakgrund 
Styrelsen fattade 2022-01-27 förnyat genomförandebeslut för PCI/PACE 
interventionsavdelning på Södersjukhuset. Av förbiseende innehöll inte ärendet 
erforderliga upphandlingsbeslut som ger VD rätt att fatta tilldelningsbeslut och ingå 
kontrakt med tilldelad anbudsgivare. Styrelsen föreslås godkänna av VD fattat 
tilldelningsbeslut och beslut att ingå kontrakt med vinnande anbudsgivare i 
upphandlingen.   
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Utdrag ur protokoll 1/22
från möte med styrelsen i Locum AB torsdagen den 27 januari, kl. 14.00 – 14.48, digitalt 
via Microsoft Teams.

Beslutsärenden

§ 13 Förnyat genomförandebeslut för PCI/PACE- interventionsavdelning 
på Södersjukhuset
(LOC 2019-0256)

Beslutsunderlag
1. Genomförandebeslut i Fastighets- och servicenämnden 2020-11-26

2. Investeringskalkyl 

3. Resultatanalys

4. Hyresgästens godkännande av den totala driftskostnaden

5. Situationsplan

Föredrog ordföranden ärendet. 

Beslut
Beslutade styrelsen för Locum AB

att fatta förnyat genomförandebeslut för investeringsobjektet PCI/PACE-
interventionsavdelning på Södersjukhuset till en uppskattad kostnad om 
90 miljoner kronor. Utökningen bedöms inrymmas inom ramen för ospecificerade 
objekt för planåren 2022-2031.

Vid anteckningarna

Charlotte Viksten
Styrelsesekreterare 

Utdragsbestyrkande

Birgitta Strömberg
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Förnyat genomförandebeslut för PCI/PACE- 
interventionsavdelning på Södersjukhuset 

Ärendet 
Ärendet avser budgetutökning från tidigare fattat genomförandebeslut för 
ombyggnation av PCI samt PACE på Södersjukhuset. Sedan kalkylen gjordes, för 18 
månader sedan, har det skett marknadsförändringar, vilket visat sig genom högre 
anbudsnivåer. 
 
Investeringen ryms inom ramen för ospecificerade objekt för planåren 2022-2031. 

Beslutsunderlag 
1. Genomförandebeslut i Fastighets- och servicenämnden 2020-11-26 
2. Investeringskalkyl  
3. Resultatanalys 
4. Hyresgästens godkännande av den totala driftskostnaden 
5. Situationsplan  

Förslag till beslut 
Styrelsen för Locum AB föreslås besluta 

att fatta förnyat genomförandebeslut för investeringsobjektet PCI/PACE-
interventionsavdelning på Södersjukhuset till en uppskattad kostnad om 
90 miljoner kronor. Utökningen bedöms inrymmas inom ramen för 
ospecificerade objekt för planåren 2022-2031. 

Anette Henriksson  

Verkställande direktör 
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Bakgrund 
Ett genomförande beslut för investeringsprojektet togs 2020-11-26 till en 
investeringsnivå om 70 miljoner kronor. Sedan kalkylen gjordes, för 18 månader sedan, 
har det skett marknadsförändringar, vilket visat sig genom högre anbudsnivåer. En 
utvärdering av kalkyl och anbud har skett. Det är få anbud men håller jämn nivå. En ny 
kontrollkalkyl har gjorts av extern part. Efter analys av kontrollkalkyl och inkomna anbud 
är bedömningen att anbudsnivån är korrekt. De marknadsförändringar som skett sedan 
den ursprungliga kalkylen är främst kopplade till stigande råvarupriser ökade risker för 
leveransproblem och det allmänt osäkra samhällsläget med hänsyn till pandemin. 

Behovet av nya verksamhetenslokaler är alltjämt stort. Lokalerna uppfyller inte rådande 
krav rörande hygien och arbetsmiljö. Det är trånga och utöver det fordras ny 
verksamhetsutrustning. 
 
Hjärtsjukvården som bedrivs i lokalerna ligger i topp bland landets sjukhus avseende 
vård av patienter med hjärtinfarkt. Projektet syftar till att kunna upprätthålla den 
dokumenterat höga kvaliteten på klinikens hjärtsjukvård. 
Hjärtinterventionsverksamheten VO Kardiologi på Södersjukhuset består av 3 
verksamhetsdelar: 

1) PCI (Percutan Coronar Intervention) sektionen som diagnostiserar och behandlar 
kranskärlssjuka och strukturellt hjärtsjuka patienter.  

2) PACE (Pacemaker) sektionen som bedriver pacemakerimplantation och 
pacemakeruppgraderingar.  

3) Hjärtkateteriseringsverksamheten.  

I dagsläget finns de tre verksamheterna i byggnad 15 och 16. Södersjukhuset AB önskar 
kunna samlokalisera verksamheterna i nya ändamålsenliga lokaler i byggnad 01 plan 1. 
Detta bedöms nödvändigt för att kunna upprätthålla och bedriva den dokumenterat 
höga kvaliteten på klinikens hjärtsjukvård. Nya ändamålsenliga samlokaliserade lokaler 
ska kunna erbjuda patienter en snabb behandling enligt befintliga riktlinjer och bemöta 
den rådande volymökningen inom aktuell hjärtsjukvård i Stockholm. För att möta 
rådande och framtida arbetsmiljö- och hygienkrav behöver samtliga tre verksamheter 
förnyas och uppgraderas. 

Överväganden 
Att minska projektets omfattning har inte bedömts vara rimligt då behovet fortfarande 
är stort och att ytterligare genomlysning endast driver ytterligare kostnader. Efter analys 
av kontrollkalkyl och anbud har det inte heller ansetts finnas skäl att gå ut med en ny 
upphandlingsförfrågan eftersom allt pekar på att det är det allmänna marknadsläget 
som är bakgrunden till den högre kostnadsnivån. 
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Miljökonsekvenser 
Projektet bedöms ge positiva miljöeffekter då energismarta lösningar ständigt utvecklas 
för både fastighetsteknik och verksamhetsutrustning. 

Ekonomi 
Investeringen har beretts i enlighet med regionens krav, anvisningar och riktlinjer.  

Budgetutökningen är totalt 20 miljoner kronor från tidigare fattat genomförandebeslut 
på 70 miljoner kronor till aktuellt genomförandebeslut på 90 miljoner kronor. Sedan 
underlaget för kalkylen gjordes har det gått 18 månader och på den tiden har det skett 
förändringar på marknaden som driver kostnader. De främsta anledningarna till 
kostnadsökningen är höjda råvarupriser, ökade risker för leveransproblem och det 
allmänt osäkra samhällsläget med hänsyn till pandemin. 

Den totala investeringsutgiften för PCI-lab/PACE på Södersjukhuset uppgår till 
90 miljoner kronor.  

Till följd av investeringen kommer Landstingsfastigheters kostnader för avskrivningar och 
räntor att öka med 6,2 miljoner kronor per år fr.o.m. 2023. Minskade kostnader för drift 
och skötsel för Landstingsfastigheter uppskattas till 100 000 kr per år. 

Noggrann uppföljning av projektets ekonomi och tidplan kommer göras löpande under 
genomförandeskedet. Riskanalyser och åtgärdsplaner för identifierade risker kommer att 
upprättas, hanteras och löpande följas upp. 

Erfarenhet från tidigare projekt visar att sena ändringar och tillägg kan bli kostsamma. 
Vid eventuella fördyrningar av projektet med anledning av programändringar ansvarar 
den som initierat programändringen för den ökade driftkostnaden. Ett noggrant och väl 
dokumenterat arbete med verksamhetens kravställning bidrar till att minska behovet av 
sena ändringar och tillägg. 

Investeringen påverkar framtida resultat för Södersjukhuset då den kommer att 
generera en ny grundhyra om preliminärt 9,1 miljoner kronor/år vilken ska bäras av 
Södersjukhuset AB. Hyresavtalet tecknas på en avtalstid om 10 år. Hyresgästen har i ett 
förnyat styrelsebeslut 2021-12-15 tagit ansvar för de kommande driftkostnaderna som 
investeringen medför från och med ett planerat färdigställande under 2023. Projektets 
avkastning på eget kapital är 6 procent, detta ger en total avkastning på 1,1 miljoner 
kronor för resultatenheten mot tidigare avkastning på totalt kapital om 400 000 kr. 
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Genomförandebeslut för PCI/PACE – 
interventionsavdelning på Södersjukhuset 

Ärendebeskrivning 
Ärendet avser genomförandebeslut för ombyggnation av lokaler för 
verksamheten PCI samt PACE vid Södersjukhuset. 

Beslutsunderlag 
Förvaltningschefens tjänsteutlåtande 
Beslut Locum ABs styrelse  
Investeringsbeslut sammanfattning projektbedömning/behovsanalys daterad 
2020-10-02 
Investeringskalkyl och resultatanalys daterad 2020-10-01 
Projektkalkyl genomförande daterad 2020-08-26 
Hyresgästens godkännande av den totala driftskostnaden daterad 2019-10-
23 
Hyresavtal med projektavtal 
Situationsplan  

Förslag till beslut 
Fastighets- och servicenämnden föreslås fatta följande beslut:  
1. Fastighets- och servicenämnden fattar genomförandebeslut för 

investeringsobjektet ombyggnation för ny avdelning för PCI/PACE-
interventionsavdelning på Södersjukhuset till en uppskattad kostnad om 
70 000 000 kronor.  

Förvaltningens förslag och motivering  

Sammanfattning 
I dagsläget bedrivs Södersjukhusets Hjärtinterventionsverksamhet VO 
Kardiologi i lokaler inom byggnad 15 och 16. I dagens befintliga lokaler kan 
lagkrav och riktlinjer svårligen uppfyllas för patienter eller personal. 
Verksamheten behöver få större ändamålsenliga lokaler som uppfyller 
dagens lagkrav och riktlinjer för såväl patientsäkerhet, vårdhygieniska- och 
arbetsmiljöaspekter. Södersjukhuset AB önskar således kunna samlokalisera 
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verksamheterna i nya ändamålsenliga lokaler i byggnad 01 plan 1. Alternativa 
lokaliseringar har utretts och en placering i byggnad 01 plan 1 bedöms som 
mest lämplig. Efter programarbetet har tidigare frågetecken och utmaningar 
utretts och nu önskar därför Södersjukhuset och projektet att få påbörja ett 
genomförande. Utgiften för detta bedöms till 63 713 000 kronor vilket då 
skulle innebära en beslutad budget för projektet på 70 000 000 kronor. 
Totala kostnaden för ett genomförande har i detta skede bedömts till ca 
70 000 000 kronor. 
 
Ur ett förvaltnings- och fastighetsägarperspektiv är det också ett mer 
driftsäkert alternativ då byggnaden de kommer flyttas till kommer 
uppgraderas fastighetstekniskt i samband med detta projekt.  

Bakgrund 
Hjärtsjukvården på Södersjukhuset ligger i topp bland landets sjukhus 
avseende vård av patienter med hjärtinfarkt. Det här projektet syftar till att 
kunna upprätthålla den dokumenterat höga kvaliteten på klinikens 
hjärtsjukvård. Hjärtinterventionsverksamheten VO Kardiologi på 
Södersjukhuset består av 3 verksamhetsdelar: 

1) PCI (Percutan Coronar Intervention) sektionen som diagnostiserar och 
behandlar kranskärlssjuka och strukturellt hjärtsjuka patienter.  

2) PACE (Pacemaker) sektionen som bedriver pacemakerimplantation och 
pacemakeruppgraderingar.  

3) Hjärtkateteriseringsverksamheten.  

I dagsläget finns de tre verksamheterna i byggnad 15 och 16. Södersjukhuset 
AB önskar kunna samlokalisera verksamheterna i nya ändamålsenliga 
lokaler i byggnad 01 plan 1. Detta bedöms nödvändigt för att kunna 
upprätthålla och bedriva den dokumenterat höga kvaliteten på klinikens 
hjärtsjukvård. Nya ändamålsenliga samlokaliserade lokaler ska kunna 
erbjuda patienter en snabb behandling enligt befintliga riktlinjer och bemöta 
den rådande volymökningen inom aktuell hjärtsjukvård i Stockholm. För att 
möta rådande och framtida arbetsmiljö- och hygienkrav behöver samtliga tre 
verksamheter förnyas och uppgraderas. 

Överväganden 
Verksamheterna bedöms inte kunna kvarvara i dagens befintliga lokaler 
eftersom man varken uppfyller dagens lagkrav eller riktlinjer för såväl 
patientsäkerhet, vårdhygieniska- och arbetsmiljöaspekter. En förstudie 
påbörjades i augusti 2018 och ett flertal alternativ, baserade på placeringar i 
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byggnad 04 plan 1, har utvärderats och förkastats då anvisad lokalyta inte 
varit tillräcklig för verksamhetens behov. I den utförda förstudien togs därför 
ett nytt lokalalternativ fram i byggnad 01 plan 1. I programskedet har ett 
alternativ för lokalens planlösning valts vilken Södersjukhuset och 
projektgruppen vill gå vidare med till genomförande. Den tilltänkta lokalen 
har en mycket god takhöjd ovanför planerade laboratorier vilket klart 
underlättar installationer som krävs. Den har dessutom ett fläktrum direkt 
ovanför dessa laboratorier vilket möjliggör en god ventilation som motsvarar 
dagens krav på vårdhygien, inneklimat och energiförbrukning.  

Miljökonsekvenser 
Projektet bedöms ge positiva miljöeffekter då energismarta lösningar finns 
för fastighetstekniken och verksamheten som kommer uppgradera sin 
maskinpark. 

Ekonomiska konsekvenser 
Investeringen har beretts i enlighet med regionens krav och anvisningar. 
Kostnaden för genomförandeskedet bedöms till 63 713 000 kronor.  
Den totala investeringsutgiften för ett genomförande uppskattas i detta tidiga 
skede till 70 000 000 kronor och ska finansieras som en 
hyresgästinvestering.  
 
Till följd av investeringen kommer Landstingsfastigheters kostnader för 
avskrivningar och räntor att öka med cirka 4 500 000 kronor per år från och 
med år 2023.  
  
Uppskattad tid för färdigställande av genomförandet bedöms till 2 år. 

 
…………………………………….. 
Anette Henriksson 
Förvaltningschef 
 

Beslutsexpediering: 
Akt 
 



Utgiftsår:

Investeringskalkyl 2021 - 2023

(fyll i färgade celler) Vård och Annan verksamhet

Förvaltning/bolag:
Lokalisering (fastighet/byggnad) :

Kontaktperson (namn och tel nummer) :

Byggnadsobjekt (benämning) :

Byggstart (månad, år) 2021
Driftsstart (månad, år) 2023

Klassificering
Strategisk investering Nej

Ersättningsinvestering Ja

Rationaliseringsinvestering Nej

Initierats av fastighetsförvaltaren: Ja

Initierats av hyresgäst: Ja

Samråd med beställaren Ja

Samråd med ägaren Ja

Avskrivningstid år:
Byggnad, total produktionskostnad kr: 90 000 000 26

Årliga intäkter och kostnader*

Före investering 

(för lokalen)

Efter investering

(för lokalen)
SLL-externa intäkter kr: 0
SLL-interna intäkter kr: 2 300 000 9 100 000
Totala intäkter kr: 2 300 000 9 100 000
Personalkostnader kr: 0 0
Material och läkemedelskostnader kr: 0 0
Hyreskostnader kr: 0 0
Avskrivningskostnader kr: -900 000 -6 100 000
Räntekostnader kr: -200 000 -1 200 000
Övriga driftkostnader kr: -800 000 -700 000
Totala kostnader kr: -1 900 000 -8 000 000
Totalt resultat kr: 400 000 1 100 000

*) i enlighet med kalkylförutsättningar i anvisningsdokumentet för budget. 
Kalkylen får givetvis kompletteras med egna resultatrader vid behov.  
På intäktssidan ska SLL-interna och externa intäkter särskiljas. Kalkyl upprättad:

2021-12-08

Investeringsutgifter 

LFS
Södersjukhuset By. 01 Pl. 01
Axel Hargedahl, 08-123 170 35 

Motivering (max 5 rader) :    Förutsättningar för kalkylen:

Avser påverkan på LFS.



Resultatanalys (Efter investering)

(fyll i färgade celler)

år 1 år 2 år 3 år 4 år 5 år 6 år 7 år 8 år 9 år 10 år 11

SLL-externa intäkter
SLL-interna intäkter 9 100 9 200 9 400 9 600 9 800 10 000 10 200 10 400 10 600 10 800 11 000
Totala intäkter 9 100 9 200 9 400 9 600 9 800 10 000 10 200 10 400 10 600 10 800 11 000

Personalkostnader
Material- och läkemedelskostnader
Hyreskostnader
Avskrivningskostnader -6 100 -6 100 -6 100 -6 100 -6 100 -6 100 -6 100 -6 100 -6 100 -6 100 -4 200
Räntekostnader -1 200 -1 100 -1 100 -1 000 -1 000 -900 -900 -900 -800 -800 -700
Övriga driftkostnader -700 -700 -700 -700 -700 -700 -800 -800 -800 -800 -800
Totala kostnader -8 000 -7 900 -7 900 -7 800 -7 800 -7 700 -7 800 -7 800 -7 700 -7 700 -5 700

Resultat 1 100 1 300 1 500 1 800 2 000 2 300 2 400 2 600 2 900 3 100 5 300

Inbetalningsöverskott 3 000 3 100 3 300 3 500 3 700 3 900 4 100 4 300 4 500 4 700 6 800

Årliga intäkter och kostnader, tkr

Efter investering

E I



  1 

UTDRAG UR STYRELSEPROTOKOLL, 211215 NR 12/2021 

 

7.6 Utökning av tidigare investeringsärende; Interventionella laboratorier 

Se bilaga 7.6 i kallelsen. Vd/ekonomidirektören föredrog ärendet. 

Investering i tre st interventionella laboratorier för pacemakeroperation, coronarangio 

och PCI-intervention.  

Styrelsen beslutade  

att  sjukhuset fortsatt ska genomföra den reinvestering enligt tidigare styrelsebeslut den 

20 mars 2019,  

att  godkänna fördyrningen av hyreskostnader hänförliga till ombyggnationen av reinve-

stering av interventionella laboratorier med ca 1 mnkr/år. 

 

 

 

 

Vidimeras: 

 

Siv Zackrisson, vd-assistent 
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Tony Chamoun Tilldelningsbeslut Projektnr:  94107297  LOC 2020-0716 
Upphandlare 

08-123 171 14  
tony.chamoun@regionstockholm.se  
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PCI/PACE-labb Sös 

Ärendet  
Region Stockholm genom Locum AB har genomfört upphandling PCI/PACE-labb på 
Södersjukhuset. 

Förslag till beslut 
VD Anette Henriksson i förening med projektdirektör Björn Åsander föreslås tilldela 
kontrakt till Heving & Hägglund AB, med organisationsnummer 556521-9226. 

 

Detta tilldelningsbeslut har signerats digitalt och datum för signeringen framgår av 
verifikatet kopplat till detta dokument. 

 

Förslaget upprättat 2022-01-31 av 

Tony Chamoun 

Upphandlare, Locum AB 

 

Beslut i enlighet med upprättat förslag  

Anette Henriksson 

VD, Locum AB    

 

Björn Åsander 

Projektdirektör, Locum AB 
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Bakgrund  

Upphandlingsförfarande 
Upphandlingen har genomförts genom ett förenklat förfarande enligt lagen (2016:1145) 
om offentlig upphandling (LOU). 

Tilldelningsgrund 
Anbuden har utvärderats efter tilldelningsgrunden ekonomiskt mest fördelaktiga anbud 
med avseende på pris i enlighet med beskrivning under punkten ”Anbudsutvärdering” i 
upphandlingsdokumenten. 

Annonsering 
Upphandlingen har offentliggjorts genom en annons via Locums elektroniska 
upphandlingsverktyg e-Avrop (www.e-avrop.com) 2021-10-27. Sista anbudsdag var 
2021-11-26. 

Anbudsöppning 
Anbudsöppning förrättades elektroniskt 2021-11-29 i upphandlingsverktyget e-Avrop. 
Två (2)anbud hade vid anbudstidens utgång inkommit.  

Inkomna anbud 
Anbudsgivare Organisationsnummer Jämförelsetal 

Heving & Hägglund AB 556521-9226 59 014 000 SEK 

Tumba Byggtjänst AB 556440-9414 60 588 000 SEK 

Utvärderingskriterier och anbudsutvärdering 
I denna upphandling tillämpades begränsad kontroll, enligt 19 kap 20 § lagen om 
offentlig upphandling (2016:1145). Det innebar att efter kontroll av anbud samt innan 
tilldelning skulle endast den leverantör som den upphandlande myndigheten avsett att 
tilldela kontrakt, på begäran lämna in intyg och bevisning (utredning) rörande 
anbudsgivarens lämplighet.  

Samtliga anbudsgivares anbud utvärderades. Utvärdering genomfördes i enlighet med 
vad som beskrivits i upphandlingsdokumenten. 

Uteslutnings- och kvalificeringsprövning 
Heving & Hägglund AB har genom utredning prövats utifrån samtliga 
uteslutningsgrunder och i upphandlingsdokumenten uppställda kvalificeringskrav utan 
anmärkning. 
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Slutord 
Vi tackar anbudsgivarna för nedlagt arbete med förhoppning om fortsatt deltagande i 
Locums kommande upphandlingar. 
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Verifikat Status: Signerat av alla

Titel: Tilldelningsbeslut LOC 2020-0716 Skapat: 2022-01-31

ID: aff73430-8279-11ec-ab9e-7d0548413e29

Underskrifter
Anette Henriksson 2321000016

Anette Henriksson

anette.henriksson@sll.se

Signerat: 2022-01-31 11:11 BankID ANETTE HENRIKSSON

Björn Åsander 2321000016

Björn Åsander

bjorn.asander@sll.se

Signerat: 2022-01-31 19:02 BankID Björn Åsander

Filer
Titel Filnamn Storlek

Tilldelningsbeslut LOC 2020-0716.pdf Tilldelningsbeslut LOC 2020-0716.pdf 176.9 kB

Händelser
Datum Tid Händelse

2022-01-31 10:39 Skapat |  via API.

2022-01-31 11:11 Signerat | Anette Henriksson, Anette Henriksson

Genomfört med: BankID av ANETTE HENRIKSSON. IP: 192.44.242.19

2022-01-31 19:02 Signerat | Björn Åsander, Björn Åsander

Genomfört med: BankID av Björn Åsander. IP: 192.44.242.20

Verifikat utfärdat av Egreement AB

Detta verifikat bekräftar vilka parter som har signerat och innehåller relevant information för att verifiera parternas identitet samt

relevanta händelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehåller kompletterande information av

teknisk karaktär och styrker dokumentens och signaturernas äkthet och validitet (för åtkomst till filerna, använd en PDF-läsare som kan

visa bifogade filer). Hash är ett fingeravtryck som varje individuellt dokument får för att säkerställa dess identitet. För mer information,

se bifogad dokumentation.

Verifikation, version: 1.15
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PCI/PACE-labb Sös 

Beställare (”B”) 
Region Stockholm (org.nr 232100-0016) 
genom Locum AB 
Box 17201 
104 62 Stockholm 

Entreprenör (”E”) 
Heving & Hägglund AB (org.nr 556521-9226)  
Västberga Allé 60 
126 75 Stockholm  

Omfattning 
(AB 04 kap 1) 

E åtar sig att utföra arbete åt B i enlighet med följande kontraktshandlingar: 

1. Detta kontrakt 

2. Ändringar i AB 04 som är upptagna i sammanställning i de administrativa 

föreskrifterna 

3. AB 04 

4. Beställning 

5. Kompletterande föreskrifter för entreprenaden lämnade före anbudets avgivande 

dat 2021-11-26 

6. Förfrågningsunderlag punkterna 9-13 enligt AFB.22 i de administrativa föreskrifterna 

dat 2021-10-20 

7. Anbud dat 2021-11-26. 

Vid motstridiga uppgifter i kontraktshandlingarna gäller de i ovanstående ordning. 

Organisation 
(AB 04 kap 3) 

B:s ombud är Susanna Alexandersson. 
Tel: 08-123 174 01 
E-post: susanna.alexandersson@regionstockholm.se  

B:s kontaktperson är Anders Norberg. 
Tel: 08-123 171 91 
E-post: anders.norberg@regionstockholm.se  
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E:s ombud är Peter Svensson. 
Tel: 070-319 40 64 
E-post: peter.svensson@hevingohagglund.se  

E:s kontaktperson är Per Vindehav. 
Tel: 070-319 40 03 
E-post: per.vindehav@hevingohagglund.se   

Tider 
(AB 04 kap 4) 

E äger rätt att inom arbetsområdet påbörja kontraktsarbetena 2022-03-07. 

Kontraktsarbetena i deras helhet ska vara färdigställda och tillgängliga för slutbesiktning 
senast 2023-06-05. 

Ekonomi 
(AB 04 kap 6) 

Kontraktssumma exklusive mervärdesskatt:  53 243 000 SEK. 

ÄTA-arbete ersätts enligt följande (enligt anbud): 
Personal kategori Snickare   520 SEK/tim 
Personal kategori Elektriker  580 SEK/tim 
Personal kategori Målare  520 SEK/tim 
Personal kategori Ventilationsmontör 530 SEK/tim 
Personal kategori Rörmontör  560 SEK/tim 
Personal kategori Sprinklermontör 600 SEK/tim 
 

MATERIAL OCH VAROR Entreprenörarvode  8% 
UNDERENTREPRENADER Entreprenörarvode  10% 
ÖVRIGA HJÄLPMEDEL Entreprenörarvode  8% 
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Underskrift 
Detta kontrakt har signerats digitalt av båda parter och datum för signeringen  
framgår av verifikatet kopplat till detta kontrakt. 

Region Stockholm 
genom Locum AB 

 

Anette Henriksson 

VD, Locum AB 

Heving & Hägglund AB  
 

 

Peter Svensson 

vVD, Heving & Hägglund AB  

Björn Åsander 

Projektdirektör, Locum AB 
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Verifikat Status: Signerat av alla

Titel: Entreprenadkontrakt AB04 Skapat: 2022-02-08

ID: d3b3e960-88ee-11ec-af6a-c19a1ee83f78

Underskrifter
Anette Henriksson 2321000016

Anette Henriksson

anette.henriksson@sll.se

Signerat: 2022-02-08 16:01 BankID ANETTE HENRIKSSON

Björn Åsander 2321000016

Björn Åsander

bjorn.asander@sll.se

Signerat: 2022-02-08 16:25 BankID Björn Åsander

Filer
Titel Filnamn Storlek

Entreprenadkontrakt AB04.pdf Entreprenadkontrakt AB04.pdf 142.8 kB

Händelser
Datum Tid Händelse

2022-02-08 15:53 Skapat |  via API.

2022-02-08 16:01 Signerat | Anette Henriksson, Anette Henriksson

Genomfört med: BankID av ANETTE HENRIKSSON. IP: 89.150.211.43

2022-02-08 16:25 Signerat | Björn Åsander, Björn Åsander

Genomfört med: BankID av Björn Åsander. IP: 95.192.120.7

Verifikat utfärdat av Egreement AB

Detta verifikat bekräftar vilka parter som har signerat och innehåller relevant information för att verifiera parternas identitet samt

relevanta händelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehåller kompletterande information av

teknisk karaktär och styrker dokumentens och signaturernas äkthet och validitet (för åtkomst till filerna, använd en PDF-läsare som kan

visa bifogade filer). Hash är ett fingeravtryck som varje individuellt dokument får för att säkerställa dess identitet. För mer information,

se bifogad dokumentation.

Verifikation, version: 1.15
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PCI/PACE-labb Sös 


Ärendet  
Region Stockholm genom Locum AB har genomfört upphandling PCI/PACE-labb på 
Södersjukhuset. 


Förslag till beslut 
VD Anette Henriksson i förening med projektdirektör Björn Åsander föreslås tilldela 
kontrakt till Heving & Hägglund AB, med organisationsnummer 556521-9226. 


 


Detta tilldelningsbeslut har signerats digitalt och datum för signeringen framgår av 
verifikatet kopplat till detta dokument. 


 


Förslaget upprättat 2022-01-31 av 


Tony Chamoun 


Upphandlare, Locum AB 


 


Beslut i enlighet med upprättat förslag  


Anette Henriksson 


VD, Locum AB    


 


Björn Åsander 


Projektdirektör, Locum AB 
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Bakgrund  


Upphandlingsförfarande 
Upphandlingen har genomförts genom ett förenklat förfarande enligt lagen (2016:1145) 
om offentlig upphandling (LOU). 


Tilldelningsgrund 
Anbuden har utvärderats efter tilldelningsgrunden ekonomiskt mest fördelaktiga anbud 
med avseende på pris i enlighet med beskrivning under punkten ”Anbudsutvärdering” i 
upphandlingsdokumenten. 


Annonsering 
Upphandlingen har offentliggjorts genom en annons via Locums elektroniska 
upphandlingsverktyg e-Avrop (www.e-avrop.com) 2021-10-27. Sista anbudsdag var 
2021-11-26. 


Anbudsöppning 
Anbudsöppning förrättades elektroniskt 2021-11-29 i upphandlingsverktyget e-Avrop. 
Två (2)anbud hade vid anbudstidens utgång inkommit.  


Inkomna anbud 
Anbudsgivare Organisationsnummer Jämförelsetal 


Heving & Hägglund AB 556521-9226 59 014 000 SEK 


Tumba Byggtjänst AB 556440-9414 60 588 000 SEK 


Utvärderingskriterier och anbudsutvärdering 
I denna upphandling tillämpades begränsad kontroll, enligt 19 kap 20 § lagen om 
offentlig upphandling (2016:1145). Det innebar att efter kontroll av anbud samt innan 
tilldelning skulle endast den leverantör som den upphandlande myndigheten avsett att 
tilldela kontrakt, på begäran lämna in intyg och bevisning (utredning) rörande 
anbudsgivarens lämplighet.  


Samtliga anbudsgivares anbud utvärderades. Utvärdering genomfördes i enlighet med 
vad som beskrivits i upphandlingsdokumenten. 


Uteslutnings- och kvalificeringsprövning 
Heving & Hägglund AB har genom utredning prövats utifrån samtliga 
uteslutningsgrunder och i upphandlingsdokumenten uppställda kvalificeringskrav utan 
anmärkning. 



http://www.e-avrop.com/
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Slutord 
Vi tackar anbudsgivarna för nedlagt arbete med förhoppning om fortsatt deltagande i 
Locums kommande upphandlingar. 








 


 


sid 1 av 3 


 


 
2022-02-08 


Tony Chamoun Entreprenadkontrakt (AB 04) Projektnr: 94107297 LOC 2020-0716 
Upphandlare Informationssäkerhetsklass: K 


08-123 171 14  
tony.chamoun@regionstockholm.se  


 


Mall reviderad: 2020-12-03 


     


Locum AB Besöksadress Kundtjänst 08-123 172 00 locum.se 


 Box 17201, 104 62 Stockholm Östgötagatan 12, Stockholm Växel 08-123 170 00 Org. nr 556438-7909 
 


PCI/PACE-labb Sös 


Beställare (”B”) 
Region Stockholm (org.nr 232100-0016) 
genom Locum AB 
Box 17201 
104 62 Stockholm 


Entreprenör (”E”) 
Heving & Hägglund AB (org.nr 556521-9226)  
Västberga Allé 60 
126 75 Stockholm  


Omfattning 
(AB 04 kap 1) 


E åtar sig att utföra arbete åt B i enlighet med följande kontraktshandlingar: 


1. Detta kontrakt 


2. Ändringar i AB 04 som är upptagna i sammanställning i de administrativa 


föreskrifterna 


3. AB 04 


4. Beställning 


5. Kompletterande föreskrifter för entreprenaden lämnade före anbudets avgivande 


dat 2021-11-26 


6. Förfrågningsunderlag punkterna 9-13 enligt AFB.22 i de administrativa föreskrifterna 


dat 2021-10-20 


7. Anbud dat 2021-11-26. 


Vid motstridiga uppgifter i kontraktshandlingarna gäller de i ovanstående ordning. 


Organisation 
(AB 04 kap 3) 


B:s ombud är Susanna Alexandersson. 
Tel: 08-123 174 01 
E-post: susanna.alexandersson@regionstockholm.se  


B:s kontaktperson är Anders Norberg. 
Tel: 08-123 171 91 
E-post: anders.norberg@regionstockholm.se  



tel:08-123%20174%2037

mailto:susanna.alexandersson@regionstockholm.se

mailto:anders.norberg@regionstockholm.se
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E:s ombud är Peter Svensson. 
Tel: 070-319 40 64 
E-post: peter.svensson@hevingohagglund.se  


E:s kontaktperson är Per Vindehav. 
Tel: 070-319 40 03 
E-post: per.vindehav@hevingohagglund.se   


Tider 
(AB 04 kap 4) 


E äger rätt att inom arbetsområdet påbörja kontraktsarbetena 2022-03-07. 


Kontraktsarbetena i deras helhet ska vara färdigställda och tillgängliga för slutbesiktning 
senast 2023-06-05. 


Ekonomi 
(AB 04 kap 6) 


Kontraktssumma exklusive mervärdesskatt:  53 243 000 SEK. 


ÄTA-arbete ersätts enligt följande (enligt anbud): 
Personal kategori Snickare   520 SEK/tim 
Personal kategori Elektriker  580 SEK/tim 
Personal kategori Målare  520 SEK/tim 
Personal kategori Ventilationsmontör 530 SEK/tim 
Personal kategori Rörmontör  560 SEK/tim 
Personal kategori Sprinklermontör 600 SEK/tim 
 


MATERIAL OCH VAROR Entreprenörarvode  8% 
UNDERENTREPRENADER Entreprenörarvode  10% 
ÖVRIGA HJÄLPMEDEL Entreprenörarvode  8% 


  



mailto:peter.svensson@hevingohagglund.se

mailto:per.vindehav@hevingohagglund.se
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Underskrift 
Detta kontrakt har signerats digitalt av båda parter och datum för signeringen  
framgår av verifikatet kopplat till detta kontrakt. 


Region Stockholm 
genom Locum AB 


 


Anette Henriksson 


VD, Locum AB 


Heving & Hägglund AB  
 


 


Peter Svensson 


vVD, Heving & Hägglund AB  


Björn Åsander 


Projektdirektör, Locum AB 


 


 


 






[ {
  "agreementId" : "aff73430-8279-11ec-ab9e-7d0548413e29",
  "agreementName" : "Tilldelningsbeslut LOC 2020-0716",
  "agreementVersion" : "1.15",
  "agreementFiles" : [ {
    "fileName" : "Tilldelningsbeslut LOC 2020-0716.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "176937",
    "fileTitle" : "Tilldelningsbeslut LOC 2020-0716.pdf",
    "fileHash" : "0a81acf3fb53c6853ee2d0bc4aa4c0fe30bcaf0ee7a2208a1118459d71061d15",
    "fileId" : "affa8f90-8279-11ec-ad9f-671c6e038934"
  } ],
  "signees" : [ {
    "personName" : "Björn Åsander",
    "country" : "SE",
    "orgName" : "Björn Åsander",
    "personSurname" : "Åsander",
    "orgNr" : "2321000016",
    "personGivenName" : "Björn",
    "email" : "bjorn.asander@sll.se"
  }, {
    "personName" : "Anette Henriksson",
    "country" : "SE",
    "orgName" : "Anette Henriksson",
    "personSurname" : "Henriksson",
    "orgNr" : "2321000016",
    "personGivenName" : "Anette",
    "email" : "anette.henriksson@sll.se"
  } ],
  "time" : "2022-01-31T10:39:32.000+0100",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "e-Avrop AB",
    "ipAddress" : "213.187.208.106",
    "orgNr" : "5565338133"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "b1861190-8279-11ec-9295-8ff48eb3b06b"
}, {
  "id" : "0f64d7c0-827e-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-31T11:10:47.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "192.44.242.19"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anette Henriksson",
    "country" : "SE",
    "orgName" : "Anette Henriksson",
    "personSurname" : "Henriksson",
    "orgNr" : "2321000016",
    "personGivenName" : "Anette",
    "email" : "anette.henriksson@sll.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Anette Henriksson",
    "country" : "SE",
    "orgName" : "Anette Henriksson",
    "personSurname" : "Henriksson",
    "orgNr" : "2321000016",
    "personGivenName" : "Anette",
    "email" : "anette.henriksson@sll.se"
  },
  "signingMetadata" : {
    "personNr" : "196110293906",
    "personSurname" : "HENRIKSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlRpbGxkZWxuaW5nc2Jlc2x1dCBMT0MgMjAyMC0wNzE2IiAKSUQ6IGFmZjczNDMwLTgyNzktMTFlYy1hYjllLTdkMDU0ODQxM2UyOQpEYXR1bTogMjAyMi0wMS0zMQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "15c90af0-827e-11ec-a208-b17ecd765a68",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiVGlsbGRlbG5pbmdzYmVzbHV0IExPQyAyMDIwLTA3MTYucGRmIgowYTgxIGFjZjMgZmI1MyBjNjg1IDNlZTIgZDBiYyA0YWE0IGMwZmUgMzBiYyBhZjBlIGU3YTIgMjA4YSAxMTE4IDQ1OWQgNzEwNiAxZDE1Ci0tLS0tLS0tLS0=",
    "personGivenName" : "ANETTE",
    "startDate" : "2022-01-31T10:10:58.704+0000",
    "transactionId" : "64310470551ba2e00caab0d7067a20db"
  },
  "time" : "2022-01-31T11:11:29.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "192.44.242.19"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "2854d0a0-827e-11ec-a208-b17ecd765a68"
}, {
  "id" : "db6645c0-82bf-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-31T19:01:47.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "192.44.242.20"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Björn Åsander",
    "country" : "SE",
    "orgName" : "Björn Åsander",
    "personSurname" : "Åsander",
    "orgNr" : "2321000016",
    "personGivenName" : "Björn",
    "email" : "bjorn.asander@sll.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Björn Åsander",
    "country" : "SE",
    "orgName" : "Björn Åsander",
    "personSurname" : "Åsander",
    "orgNr" : "2321000016",
    "personGivenName" : "Björn",
    "email" : "bjorn.asander@sll.se"
  },
  "signingMetadata" : {
    "personNr" : "197004020199",
    "personSurname" : "Åsander",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlRpbGxkZWxuaW5nc2Jlc2x1dCBMT0MgMjAyMC0wNzE2IiAKSUQ6IGFmZjczNDMwLTgyNzktMTFlYy1hYjllLTdkMDU0ODQxM2UyOQpEYXR1bTogMjAyMi0wMS0zMQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e45c4760-82bf-11ec-bd1a-09f042199ce2",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiVGlsbGRlbG5pbmdzYmVzbHV0IExPQyAyMDIwLTA3MTYucGRmIgowYTgxIGFjZjMgZmI1MyBjNjg1IDNlZTIgZDBiYyA0YWE0IGMwZmUgMzBiYyBhZjBlIGU3YTIgMjA4YSAxMTE4IDQ1OWQgNzEwNiAxZDE1Ci0tLS0tLS0tLS0=",
    "personGivenName" : "Björn",
    "startDate" : "2022-01-31T18:02:02.543+0000",
    "transactionId" : "36efecda3f3eec9ad322cf1a7f2d44cb"
  },
  "time" : "2022-01-31T19:02:30.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "192.44.242.20"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "f5511960-82bf-11ec-a208-b17ecd765a68"
} ]


[ {
  "agreementId" : "d3b3e960-88ee-11ec-af6a-c19a1ee83f78",
  "agreementName" : "Entreprenadkontrakt AB04",
  "agreementVersion" : "1.15",
  "agreementFiles" : [ {
    "fileName" : "Entreprenadkontrakt AB04.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "142836",
    "fileTitle" : "Entreprenadkontrakt AB04.pdf",
    "fileHash" : "359ff1fa402b1fdf045cd5836bd3bc1c5b91540bff64beb9fcd5d9a9450ceff4",
    "fileId" : "d3b6f6a0-88ee-11ec-aa89-8f33d53135c3"
  } ],
  "signees" : [ {
    "personName" : "Björn Åsander",
    "country" : "SE",
    "orgName" : "Björn Åsander",
    "personSurname" : "Åsander",
    "orgNr" : "2321000016",
    "personGivenName" : "Björn",
    "email" : "bjorn.asander@sll.se"
  }, {
    "personName" : "Anette Henriksson",
    "country" : "SE",
    "orgName" : "Anette Henriksson",
    "personSurname" : "Henriksson",
    "orgNr" : "2321000016",
    "personGivenName" : "Anette",
    "email" : "anette.henriksson@sll.se"
  } ],
  "time" : "2022-02-08T15:53:10.000+0100",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "e-Avrop AB",
    "ipAddress" : "213.187.208.106",
    "orgNr" : "5565338133"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "d5531a70-88ee-11ec-9141-118111ba82c2"
}, {
  "id" : "e9efa240-88ef-11ec-b972-d30607226ae3",
  "time" : "2022-02-08T16:00:54.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "89.150.211.43"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anette Henriksson",
    "country" : "SE",
    "orgName" : "Anette Henriksson",
    "personSurname" : "Henriksson",
    "orgNr" : "2321000016",
    "personGivenName" : "Anette",
    "email" : "anette.henriksson@sll.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Anette Henriksson",
    "country" : "SE",
    "orgName" : "Anette Henriksson",
    "personSurname" : "Henriksson",
    "orgNr" : "2321000016",
    "personGivenName" : "Anette",
    "email" : "anette.henriksson@sll.se"
  },
  "signingMetadata" : {
    "personNr" : "196110293906",
    "personSurname" : "HENRIKSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkVudHJlcHJlbmFka29udHJha3QgQUIwNCIgCklEOiBkM2IzZTk2MC04OGVlLTExZWMtYWY2YS1jMTlhMWVlODNmNzgKRGF0dW06IDIwMjItMDItMDgKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f85a9510-88ef-11ec-b199-bfd9bd47c6b2",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiRW50cmVwcmVuYWRrb250cmFrdCBBQjA0LnBkZiIKMzU5ZiBmMWZhIDQwMmIgMWZkZiAwNDVjIGQ1ODMgNmJkMyBiYzFjIDViOTEgNTQwYiBmZjY0IGJlYjkgZmNkNSBkOWE5IDQ1MGMgZWZmNAotLS0tLS0tLS0t",
    "personGivenName" : "ANETTE",
    "startDate" : "2022-02-08T15:01:18.923+0000",
    "transactionId" : "67e9130c730d65e830cfd60b1bb11f7f"
  },
  "time" : "2022-02-08T16:01:41.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "89.150.211.43"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "06191b40-88f0-11ec-bd1a-09f042199ce2"
}, {
  "id" : "00f2def0-88f3-11ec-b972-d30607226ae3",
  "time" : "2022-02-08T16:23:01.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "95.192.120.7"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Björn Åsander",
    "country" : "SE",
    "orgName" : "Björn Åsander",
    "personSurname" : "Åsander",
    "orgNr" : "2321000016",
    "personGivenName" : "Björn",
    "email" : "bjorn.asander@sll.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Björn Åsander",
    "country" : "SE",
    "orgName" : "Björn Åsander",
    "personSurname" : "Åsander",
    "orgNr" : "2321000016",
    "personGivenName" : "Björn",
    "email" : "bjorn.asander@sll.se"
  },
  "signingMetadata" : {
    "personNr" : "197004020199",
    "personSurname" : "Åsander",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkVudHJlcHJlbmFka29udHJha3QgQUIwNCIgCklEOiBkM2IzZTk2MC04OGVlLTExZWMtYWY2YS1jMTlhMWVlODNmNzgKRGF0dW06IDIwMjItMDItMDgKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "4b4c6110-88f3-11ec-b972-d30607226ae3",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiRW50cmVwcmVuYWRrb250cmFrdCBBQjA0LnBkZiIKMzU5ZiBmMWZhIDQwMmIgMWZkZiAwNDVjIGQ1ODMgNmJkMyBiYzFjIDViOTEgNTQwYiBmZjY0IGJlYjkgZmNkNSBkOWE5IDQ1MGMgZWZmNAotLS0tLS0tLS0t",
    "personGivenName" : "Björn",
    "startDate" : "2022-02-08T15:25:06.592+0000",
    "transactionId" : "a2bff333224255302305d7c00a92afff"
  },
  "time" : "2022-02-08T16:25:34.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "95.192.120.7"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "5c380b50-88f3-11ec-a80b-2fb22b475797"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.
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Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.15 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.15


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.
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Parameter name Parameter value example Description


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be


stored as a part of SignMetadata.


For non-advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the TBS from SignMetadata.
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Output type How to validate


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.
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Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.15",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
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    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
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    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


14







Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced
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Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended


Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.
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Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.15 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.15


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.
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Parameter name Parameter value example Description


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be


stored as a part of SignMetadata.


For non-advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the TBS from SignMetadata.
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Output type How to validate


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.
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Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.15",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
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    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
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    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date
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Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced
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Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended


Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based


email service.
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• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide


advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.


Example
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.
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Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.
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• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.
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• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie
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the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes
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(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


11







• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.
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Document name Description


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based


email service.
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• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide


advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.


Example
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.
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Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.
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• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.
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• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie
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the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes
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(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)
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• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.
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Document name Description


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


2



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References






Validation
Egreement AB


Version 3.0.121, 2021-12-17







Table of Contents
Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Container Validation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Agreement Content . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Retracing Signature Steps. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Audit Log Validation Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2







Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.


3







Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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